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Abstract of WO0042498 

Means for deciding whether to execute a mobile 
code depending on the functions of the mobile 
code. When a mobile-code receiving section at a 
user terminal receives data including a mobile 
code from a distributor server, a signature 
attached to the mobile code is checked. When 
the signature is successfully verified, a function 
confirmation section confirms the specification 
that describes the functions of the mobile code. If 
the function confirmation section decides to 
permit the execution of the mobile code, a mobile 
code execution means executes the mobile code. 
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(57) Abstract 

Means for deciding whether to execute a mobile code 
depending on the functions of the mobile code. When a 
mobile-code receiving section, at a user terminal receives data 
including a mobile code from a distributor server, a signature 
attached to the mobile code is checked When the signature is 
successfully verified, a function confirmation section confirms the 
specification that describes the functions of the mobile code. If the 
function confirmation section decides to permit the execution of the 
mobile code, a mobile code execution means executes the mobile 
code. 



FUNCTION SCREEN 



SOURCE CODE AREA SPECIFICATION AREA 




INITIALIZE API 
err_code = InitAPIO: 

if (errjcoda !=0){ 
PrintC rrMegO: 
return (err_codo); 

) 

OPEN/ETC/PASSWD 

PTLE *fp « fopKi(Vetc/pA5Bwd". 
Vfc 

PrintErrMBgO: 
return (•!>: 



aa> read 



fete/services 



*ii WRITE 



/etr/pa&Bwd 
/etc/ho6ts,equiv 



*fr EXECUTE 



/bin/rm -rf /top 
/fibtn/ahutdown -h t 



DC 



r 



mm#9> 605 603 ttVU* »» 604 

EDIT BUTTON NEW ITEM BUTTON CANCEL BUTTON 



O . . . 
Q ... 



OTHERS 
FUNCTION 



EDIT 

NEW ITEM 
CANCEL 



WEaffi«B&aSP3&<aBr*^<-ryl/3- K©*ISB«-EiELA:«il 



A E 




DM 




K2 


#1f 7**^ 


AG 




DZ 


7*>*sx. y T 


LC 




A L 




EE 


h-7 


L I 


y tT^i^^x 


AM 




ES 


*^<< y 


LK 


* y - 7 


AT 




F I 




LR 


y^yr 


AU 




FR 




LS 




AZ 




GA 




LT 


y yt-t 


B A 


jKX^T • ^/l^ 


GB 




LU 


tV9M >~ffr<7 


B B 




GD 




LV 




BE 




GE 




MA 




BF 


^ W • 77V 


GH 




MC 




BG 




GM 




MD 




B J 




GN 




MG 




BR 




GR 




MK 




BY 


*<JA> — •> 


GW 








CA 




HR 




ML 


-^y . 


CF 




HU 


^>#y- 


MN 


^Iszffr 


CG 




I D 




MR 


y $ 


CH 


;* 


1 E 


74 fry *s K 


MW 




C I 




I L 




MX 




CM 




I N 




MZ 




CN 




I S 




NE 




CR 


* y # 


I T 




N L 




cu 




J P 


B* 


NO 




CY 




KE 




NZ 


. 7 > K 


CZ 




KG 




P L 




DE 




KP 




PT 




DK 




KR 




RO 





R U o ->T 
SD y> 
SE 

SG is>"}f& — A' 

S I *P r 

SK Xn V7*cT 
S L • 

SN ir*#;u 

SZ ^7^7^ K 
TD K 

TG h — 

TJ ^t?*;**^ 

TM hfr? ^ 

TR h/^^ 

TT K • h'<=* 

TZ ^ yif— T 

UA W^-l-f 

UG VlSls* 

US &® 

uz r>x^^^y 

VN 

YU a-^7^7 

za mr^y^^fpg 

zw s?w<y^ 



WO 00/42498 



FCT/JP99/00084 



1 

m m m 

* , <4 JUZJ - K © m ft fcctC/^OyXf A 

World Wide ffeb (VW)<DmmjJ J Pm®.&$:Xmizn#> & t [sT . 
tAV;l/a-K^JJ:<ffll^nTiT^5 0 ^/<-f ;i/n- K(i> www-y- 
-^UCt^Tfet, ^--if-^^^fUffi^-^ JX-if-^'Browser^o 
^5 A^-^InT. ^m^<- is iZT ? -te X Ltz t g IZ ? <} > a - F'£-ft. 

(1) / < -< zj — K(w<i > a-f-jg^ioijy-x-vCT^tX^ 

t ® m v L frmm -f 



WO 00/42498 PCT/JP99/00084 



0*^W;l/3- K©flsfifc#CD*« r-r-f 

JtSfw /7;H^ai{:ohtiis fflx.tf r SECURE ELEC- 
TRONIC COMMERCE J (PRENTICE HALL, 1997) pp. 1 1 1 - 116C ggft $ ft T(,n 

So 

^--•y-V&m&mm-f ^^t--if-^\ Browser:/ o A^ffl^Tf 
£ttirn- K^t-/<^b/^ >d - K-T^ i(7f ri901)> £-f\ 

0^tt(^?^$tlT^^/i:l^ ^^SglSt-SCX^- -y :/1902) o ^^tt 

C^r -y ^1903), T ^ -irX^f^nJ^tl^^^^T^ o /cit^-dfi. 

>7$nfcII^I^Tt5(7T y 7°1905) o 
titz, X ir y "7* l 903 Iwfe^T, T ^ -tr x A< 1^ oT $ tl T C •> /'a I ^ # T 

#^'f^^ L 3S- £ ft % zj — K a - # ;U 7 7 -f © T *? Hr X "I £ 4 



WO 00/42498 



PCT/JP99/00084 



3 

x.Zfr£ifr&m&i£l*:Z(XTy ^1904)0 PfSJfr^A. t>titzm^lZli, 

$ -sr ztitc&m&nrf-tzaxr- v 7°i905) o 

3«£fU/B LTt^3.-Hf-c4©g£ii*nL(X-r - y ^1906). MI^ 
T&Z£-£t>frt>te^ 0 j.-if- {2 x ^ ;l/3 - K£ 

y-X© — R(ACL>£BBflrU H^fBf KSSrACUr LfctfoT 'J y-x£ 

^e/N'-f K#lf T(,^®|gK.So*<^-<:> Sttf W^n- K£I5 

££(1(2, -ec {rffltN^ -Kf^/a*^, & fig tft IE if 



WO 00/42498 



PCT/JP99/00084 



4 

-f/HJ- KE$f-/< % -a.-IJ'-iftjfcs fecto^ft t>£||:Ei-t;5 7 > o?'• 
«t -^TSfcl* 3 ft fcffiE /I/ a- K K ft in $ ft T t> -5 
£ £*ij»f £ ft , £ttf<*r ;Un- K*3tff-r 5. ff-OHJ- 



WO 00/42498 



PCT/JP99/00084 



5 

wiBV-x=3- Kfls deflate, ji>n- K©v-xn - K£ffcj£ 

t5v-X3- KMfgi, fl5jE^r/<-r;i/=i- K © V — X n — K*W 

K^^i»*A-<^3- K©fcomS*E&Lfcttt6tt«*f*jSL. £ 
E*'<-f Kf^JSR^arJCk^Tf^jS^tifc, K©SS 

StTE^- — -9* — ig^(i % mJifi^e/<-r - K E — II 5tf IT, 
Y K©E2l*S#*-*Ej«Jfri!S15^S;<!:, ESS <* ft A. 

^ l an e » as tt » «■ jk » u , m sr«i r± & k <t ~ itr e * / < 

KHfif^&i, *«|^ti>5. 



WO 00/42498 



PCT/JP99/00084 



6 

^UlSli*'** feotlitt < , a. - if - fl& 3|e © 

HS©fffi3i#!£e;i 



WO 00/42498 



( 



PCT/JP99/00084 



ie if. - s < & IE # } i *t l r a * -r « 1 6 tt as m m m m © m m <d - 0 4 t & 
*Btt*ii*iirif©iiiM©— «t* , mmit, mmiz&^i: x jx--tr 

5fc © i& ft saw ©7 o -iut'^ 0 > annate, #$&gj<z>— 

*MJ£!ISa<afl!£ft;fc5/*-r AK;fci,>T\ €/<^3- K©tt&4ftEEtt 

3Cl2Hte. *»M©-JI*JgaB*<J[|ffl*ftA:->XT-^*c*j^T, 
;U3- K<D«|g4ftSE«lS(lHiR-r £ , t* IE ■*-/•?©» fl? £ 2ft BJ! f -5 fcafc 

Afcfc^T. KcD»»tcBB#-r*x S£?fr-tt--'<©ffirffc£-Ift 

Wt5fc»07n-gt*»), Jf514gH±, ^^©-^jgl^it/ff £ 



WO 00/42498 



PCT/JP99/00084 



8 

©IfrfE£!8B8-r£rt:a60 7 n-UT h K> > 35180 {i, #3§HJ3 ©ffe©^ife 

hK>, mom it ^ mmiz&i^T, ^-^-^^^.-v-iznL-zm. 

*1BU*, ^^©-IIJSM^ilffl Sftfcf ^yUzi- K->x^A 
©l£ Is HI K^x7M^^tlt*5o 

ilOi feffcf Z>yt, K©«*B*«BEL, ^^V-xa-K*> 

;U3- K*f^JSE-T«. «*61ftlE-9— /<120(JsiT. 4£ KISSED - 
/<120£ t>ffc-r5)<t. ^-/N'-fyurr— K£S§iL N Sfi^-f-S. ■fc/W/Ha 
- Kffi?fr-!J--'"fl30(£(T\ ¥ gfi?^ ■+>--/< 130 <h fc»tS)^ */<-T;U 

-ti^M^tiT, LAK^ir©iaffi§ioo^^LT> e ^ iz mm £ n r ft $ 

H9iefPfi£^^110> 120. 327^-9- — ^<130. i^-— If — Jg* 

-xi, i/Titi, A^iii, lem^iii:. ^^iaa^jaccpu^c x 



WO 00/42498 



PCT/JP99/00084 



9 

l^o illittH >*-7 x-Xlll. 121, 131. Mitt, a«*ioo*a- 
112. 122, 132, 142(4. ±!E#^^. -*-'<£l!&ffi-f „ 
^U-f^i'-C^^^ti^o A27Sggll3. 123. 133. 14314. |yie{J&ffl# 
K^7-)7<£(!fti)S$n5, Ett&ttlMs 124. 134. 144(4. -7°n^ 

CPU115. 125. 135, 145(4. G-UZfitm fft \Z UU U fc 0 . «*ttfl*»ffl 
I*ft^fc.*)t5. ^^'ni6, 126. 136. 146(C(4. * <^ b - 7^ > 7* 
•/X-r-A(^T. ^tCOSife^-T^) 116a. 126a. 136a. 146a^. CPIW 

15 Kt"7bm®i2tiZo 

ZZH\ 0S116a(4. 3.-1T-ffi&llQ±#:<Dfflm&l70tzlt>lZ^ 7 7 

-r ^ti^rptxti. h s^iifA^ xiiii^o tzmffezmm-f 

3- -Kflpja^n 7-5 All6b(4. i9tef^J5R»*110©tt«#(JKT, 
20 l^^f i{3^-r5)©f|^i:L/;^-,T, */<-f ;U37- K146c© V — X 

ft»t5fc»0^ojr7An«. ®.M.m%7°u7^ A116c(4. BufSfP 
L EttStBlMfrtettStiTi**, iEv-x 

25 n- K»IE:fa Al26b<4. f^JSJft^HO^ y> wiB V - X =J - K* 



WO 00/42498 



PCT/JP99/00084 



1 0 

=3- KE#^o./7 A136bii. tfefiE1f-/<120^ £ */<-f - K 
146c£gf# Lfc*^jr, mrC-e^xV = - K146c^EttSB134ir«jM 
L* ^7t. a. — If — J§£l4(h^ £ Browser? 0 □ f =y A 146b<C J; £ T ? -fex 
* < **'^l- ieH^S134fC^M^tiTl^^/<-r ;Un~ K146c£ N 

AT* So 

BrowserT'n^'7 A146bti, .a. - If- J»5|5l40A<E^-y- -'<130 

ft$*i*a*OT : -^(/i<tx.{f. *js N mm., mm* t<o-?^^-^ ^ 
;U37- i'u%co>m%L*mm stt^'f-oi/n- Ki46c£niT-r 

Browser 7 n ^ -7 A 1 46 b# g ^ -fc / < >f ;t> =j - K 1 46c £ H ft T Z m \Z <£ m 

<Cfc, *^JfiJg&Tii* -t/NV7l/n- K146c(C(i % ^ gt*'<*f Jl> =1 - 
K146c©*"ff = - K£*Mc. Kl'46c©«figft8U buIS 

^iE#©^rg(^^^^STii^^^^fiEt-^^toir^gnj:7 :: -^^^ 
£#>TH:g<i:f£i£-r3)^ * / < ^ 3 — K g {£M -5 f r — ^ ^ 7 
i^ttntfc^ ^/<^;U=?- Kl46cg#CD 7 c±1'JE«>6glg(&£ 



WO 00/42498 



PCT/JP99/00084 



1 1 

Tx USE* t>OT*«o 
*■**> fPJj£i«&3U10^\ ff-OUa — K146c©$fg&!iE£-x &aE1f-- 

fiR#©»gt*Slt#^S AJ]%!204£. M E A# SiJ204iC A*r $ tl fc 7 s - 
a^^gll2(r^^^-i±^a^SP203c!:. Mie A^J^g 1 13(1 
A^J Lfcj&H^ ^IEif-^<120fCj^ It, ii 

ft ffllOQ&fr LT> S2ti^Ell4© - K7r^ ;U202tr*&|ft $ tl 

Wl*.!*, it. S& ffi -r* ft t"£x v 

-X3- ft $as S(520i i % *W-T-5>o ttfc, :n ^©H^TBf {r^^ 



WO 00/42498 PCT/JP99/00084 

1 2 

<t &ggE2ii£, ^w-r^o 

fiPiiR**iio©i&fl5iroixriewr5o 

HlOHiis ff?M3U10/^\ ^/<-f/U3- K146c©&t£tfcSE£, 
Bij> *> J:tffirE*feffiE-tf--' , n20©ttS£« mZAtftZ (Xr ? 7°1001)o 

tifciirse v- x u- K*ircy — x 3 — kv r -r ;u202^^>^^ to 
a< ft ^ l gu ib & ie * - / < 1 2 o [ z m at -t -5 0 

JfSllBli, ffc/£ift5fU10a<* OTEV-X3- K<D*tB*ftiE*, ttlfflE-y- 
-/<120(ZtSIB-r S^-^O, tfcSE-tf--'<120©i&fi?:7 n-^^Lfc^T-* 

WrEf^ja«*110^^BiriE«tB«feffittlR203*ff^a»tS. H0»«te«liE 
tfcfS203£gfI-f 6 KEV-X3- KSfll«La»21Ui» ±3 
$E#*H203rt>£lR9iii iJ1lEV-X3- h'^V-XJ- 7 f ^ 

212K&^ L(Xf-y 7°1103X wi £fl?j£i»* 110/^ £ Bilge V - X 3 - K£ 
gff H«iEa^^^l22{C|g^-r SCX-r -y "7*1104)0 



WO 00/42498 



PCT/JP99/00084 



1 3 

G*8EttfH203£fr 

- K146c©^^cix Si^/N'-f^a- K146c©E^-^-/<130^©e« 
£fT7 4§<£®s &E*-'<120fc Eflr^-'^30CD«fl&7o „ * 
«k i& ft I Z o U T ft Bfl "T 5 o 

«IE^-^*120*;«kC/<E^if-^*i3o©«jfe'rn », 

mx'*>z> 0 :;t\ ^SE-9--/<i20©#^^r d * t± % &§e-9--/<120 

©CPU125^V * U 126»c«M$nfc#^o^7 A^OS^^LT^-TS 
^ <t-C^*&$*i3 0 £/c. E?ft-tf--/<130©#^#g7n y ? li N SE^IJ- 
-'<130<OCPU135*<y * 'J 136(C^M$n/c^-^p /5 A£0S£^L-TH 

4ftffi*-'/<120l±, ^3S*w^-r<k-3 5C N IiT£&SEU--'<120©tefli# 
(&T\ #{r^EE#t t>ffr^S)©fc^£gtff*tf.5A;fcS|5123£, strte 

i24»cfttt$nfciMrE v-x a- K©«tg*«ffir*N «*i*fefiE&gsu 

301 i N h>bt^V^3- K146c£fl?J5£t"£*'<'l';U 

3- Kftjjfeaaa302i, «rE*'<-r Ki46c©a*£K#-*-*fc 
a»s*305*e*-^-xci3ojcja6flrr*, a&ssfc2&*£&ss&303 

c> *f fiuEafi*Sjfc305tc li, ijtj E^-/^ ;u n - K 

f£fi£fflSSB302a<ffcj£ Lfc N */*-f;U=J- K146c ;un - K£te 



WO 00/42498 



PCT/JP99/00084 



14 

A# ^L33<CA££ft/cT-*4^£^ir£g^i32£, mTfe^SEit- 
K146c£. iiljidfeif S£gl34Cte&-r £ > ^£SI?;£S:{f 

3S12l3<i, ^8E^-/<120-CV-X=r- K©«tl*^SEL. ^SEV- 

fliTiEV-xn- h'7 7 -f ^212^&»^$tlfcmCV-X3- K*tfc* 
§^y-Z3-K^b^^V;Hr- Kl46c©#o«t6£SBi£l,rt:*l 
IBttfil500£ft?/£-t5 (Xt y 7°1202) o ««6f±«5gS®B600*Blj 

ST5@ li. BtJI£fii^^lEai|gP301^f^^-r^ fijfd8£ft£f±m500© — 
£ ^ L ?C ^IT £> £ o C©^JT'(±> Btlfe V-X3- Kv^\ r/etc/ 
passwdj £(,>-, 7 r -T;Kc^^iA^.(501)^*^iA^C504)^^T^^D, 
r/bin/'rmj £^9 7°u /5 A^||?f L/: >) "T -5 (503)tt <t'©ff ?8#I£ 

- x n - Ka^®^60 1 >.z M & £ ft fc hU £ V - X n - K c s ®ti£<± 



WO 00/42498 



PCT/JP99/00084 



1 5 

***602lwa*3ttfcl!m«Htt«500<fc£ifc|fc, WE*/<-f 

- K146c*<¥*iS»f*«-fT-5 4>©T** itOBf UAr*-^IC{± x HlB^aE 
* + >-t;KM§)*^ >604^«J-r^<h'(C «fc oT. gifE^/W ;U 
3- K146c©^ja*M5-r5C<t*<r^^„ «ttttflJ«fclifll;i<i. * 

CCTN Iff E Ife HE Iff - K146c©flsj5fc£*g§?- -5 it^ 

x-r y 7*1204 -e. mmfcmmfrffimmm±m5oo&mm-tz z 
t*>Bimxz>z 0 ffi%z&m&fi<mmtf ? > 605^wr z tiz x o r. ^ 

i£t£aEMM301!i. tti6tta»*ESffi700*1iraE:*^Stfltl22«C*^ L. 



WO 00/42498 



PCT/JP99/00084 



1 6 

mm&%£&MLtz®m±m5Qo*mtzizr?j&L(X7- ■> ^1212). x-r 

v 7°1204{rM5o 

^ + >*JVtf? >703£ff -ftZZKX. oT. *I * £ 1U f £ & 

1204 (rH3 0 

;Urr- Kl46c£4f ^1-^/cfe0^-/<--Y;l/r7- Kl^^J^i. CD®£ 

buI2^/nV Kf^^MSgC302(i. X -r y ^°1206t:. mfrn-K 

i:. ^iEE#©^<t*^^L, ^^•-fyurr- K 146c£ f£/£-T £ 0 
25? II, X T" -y 7°1207"C , ftf IB $t IE HlEe/<-< — K146c*-g 

»S*M«iSSSP303<±. (JEt^-f JUrt- K146c«i:. *©4&itt*0r/.c 
£r*-S-/,Af»*S#305*fl?J5fcL, »S$nfcE?^-9--^N*130C sir He 
#»*305*3lfflr L(X-r *y 7°1208). M1^7t-5 0 WE*^ 
-OU=j- Kl46c^s?riS@e?fJ-9--^*130{C^^L^^^ir. HUf£fejj£#;C 
*f LT-efDi^jlftj LT *> «£<^ 0 :ni:J;^ bUI£^ j£#(±bu IE*/** 
;prr- K 146c*<fi6^{C fpfig $ ft/- - i^Jo^C i^T^ <kt^-5 

&rc* K^-'<i30©l/j{^(ro^T2&^-r3o 



WO 00/42498 



PCT/JP99/00084 



I 7 

Sff-TSCXT--;/ ^1302)i, Mg§i*g*g{f4s!igg&311i±. ffif£g£i 

t(^f y 7°1303K fuIS^SE-9--/<120^ ^slJie-t/N'-r ;l/3- K146c£ 
§ff L/c tfffg£, HlISa^SiIi32{ca^-r^ (X7 i -y 7°1304) o -e 

^^305^^ "fe Sit -So 
tfur, ^---tf'-^^140^\ %l1£-y--s<l20frt>f<^jU=i - K146c£ 

J ---y f -^*140io c tO*ge^Ht-/<l30©^tgra -y ^^^*>ck-0'lft 

^-t*--/<i30<DM7'a >y ^4i^^^nfT^^o i-1f-* 

*140©£-«gg:/n y 5 (i N ^--tf-^^140©CPU145^V 'J 146(C^§ 
£?fr1f-'<130©£-&*£7'n -y ^ (±, |£?^-y--y<130©CPU135^ / U 

■3--ir-i85jU4O0tt*&7'D y * ^cot^-ct^-rao 

^--^-Sft^UOJix SUBUr^i" =fc o i:, fulfil- If- ire^ 140©{S 
t 1 -^^ i**a^r*a^.SB142i, fltJI£A^jS(5143(r A^$n7tijtj,1d^. 



WO 00/42498 



PCT/JP99/00084 



1 8 

-■tf-Qjf^jr LfcriH^ E?£-tr-^'130K2f IT^/W;^- K146c 
©Bei£M3£417£ii!{f1-3. ^*i2Mf $asg&411 i N S!fEE#iJ--/<130 
*Mp-t/N*>T An- K146c£gf#f- £ ^^<-Y A3 - K3&flr&a»4l2<t^ 
fflrE*v<^ K146cfCftln3ftfc*££*ffi^5»£tfcE&a*B 
413i, ME*'^ An- K146c®ttl&«-fllSi-r««ligttSMtt414<£:^ 
WEt^A3- K146c£H?T-r An- KHfi L ffiaSB415<t , 

E^-y--^*130(is »4HK^-T ck •? i-if-tfMU40fr£fflEE 
&SAfc417£-Stf S^3cSflM3£&401£. ^^Sei^g^417fC Lfc 
riH^ t^Aa- K146c*^-t?_hEE^f s -^*WEJ.-1f-Ji5|e 

i4o»c36flr-rs*/<>r au- Kj3feflrtoasp402i-. £-w-r<5o 

*14BHi, jl— {f-J**140*<s Eflr*-/<130^6*/<-f An- K 
146c£^-£ 1 -_hEE?&-r-*£gl;rS3Z 0 > ^m^'<4 A3- K146c£g|fT 

A£^-r 4 V>7 MJ«tti*)*l^T, HilE@e^-^-/<130tCg^tlT^ 
S*'*-f 7b n- K146c4'c ©^'^ > □ - K^ft^tl-Mx-r * 7°1401) 
t. M*i£ff iaaS5411{4, flUEKi ( &-9--/<130(r N BffEff^Aa-K 
146c©g£ji2ig*417£iiHf t5(xf y 7°1402) o m E * /< -f A n - K 
146c©«Bir^«m*0f«.^-rfflFflltf: LTIi, *mmBM<D£r> 
Browser A L T f 5 - £g{f S (4 , 

7 r t&'M&Ltc, 1>*>kJ> 3 Uniform Resource 

Loca tors ( URLs l,^£ 0 



WO 00/42498 



PCT/JP99/00084 



1 9 

Xf7 7l403K:fe^-C\ SUE*'** 71/ a — Kgii &S£U412#> 

413{CMS^^-9-o X-r-y 7*1404K;fc^T, m fc8E$&SgB413M\ 
5 BEt^'-C K146cfCftJo$tiTl^«5, IE £&aE-f 

SJiE^* >d - K©»?j*#tt£ IT, 
(1) miZ3--*ffr\}RL$;W7f;&}Km7Z-tZ 

BrowserT'o ^-7 A146b*<@S&WiC^^ >o- Kft^^ffi-T 

(3) @£^-'<130#PUSH&lr£ffl(^T. *-'<-T K146c£i£tf 

-wT-, atfE*'** ;U3- K146c©^^tt(fUIS.^aE^--ys'i20/&^|^ 
15 - K146c^^L/;8f .«*^ait^V^3- K146cfC*fb 

a* U:^(Xr y 71412). X -r y 7l413*r ;gfx L . ai*»7t5. <C 

— X-r- -y 7l405IC:fc(^T, ffirE-t/<-f ;U=r- K l46c©5c£t£;6<5S 
25 */<-f ;UZ7- Kl46c^ ;i/ =r - K146cO ®fi£tt$500£IR 



WO 00/42498 



PCT7JP99/00084 



2 0 

5^S^*tHt 5(Xry 71407). 
gP415{rtoS^^-r o 

— isj i;«*6tt«i500*<airE«*ett«*a7 r w ;u4i6{r^^$nr 

^^^/^-T^n- Kl46c^-^^T-r^^S^©fM'^^BlJl2^- 

\^&r> t LT(r*£*/<>f K146cA< T/etc/'passwdJ t^^o 7 r 

4 iVfrt??-? £SE*JAX,*; 0(811) > tt^ii/Ortf-T 5 -** 

www. foo. co. 3 > fcTi-*K£2!-r£(813)tt £*©1*«/&<Sj^£ 

n*fcaai2oa{ix auie^^isiig@i©8oooffecD— #jt&£ 0 c©^-c 

fi'N f-ES^fT L «fc 9 <t Utl^ ;H7 - K146cA< r/etc/ 

passwdj <tl^7 7 ^ ;U fC»*j&* (201 D^S £ iA,^ (2014)£*t o 0 ^ 
r/bin/rmj <hl%-j 7° n A £HfT(2015).L <0 ~t Z> tZ if ©tf 

lEM'tt L ? i L"CC^ ffflE^'sV ;Ur7- K 146c<2> &ftE*fl£S U , SIS 



WO 00/42498 



PCT/JP99/00084 



2 1 

EfctBfcS&aSlUMtt, H9E««gft«*a7r'r/P416JC, «TE*/<-f 
;U=j- K146c©«teftfl|500*»ra»rjlJpLC^-r y^UlO), Xt^t 9 
Ulltcgfr It, «TE-*'<-f ;Uz7- Kllff&aSMlSKMS^igfT-rSo 

K146c©*tf£Ba6tfl,*£l^.»**A*Ufc**i::«\ 
*t- y ^I4l3tr«fr-rs, 

xf7 7-i4ii?!i, €-/<^;i/ = - KH?T«ia8ii4u*<inrE j 6/<-r/i/=i 

X^ * 7*1501 T'. HiES^SH ftl«SP401*<s HtrE^-if-ffi 
3fcl40a> t>i2iiS5?Jc417*^r^S^x stfE J.-1f-i»*140^ 

-r -s cb s afE*/<-fA3 - KaS«jaasir402jcftia**-i-o an 

K*'W^=i- Kiiflr MaSU402ti, aSTEi!S»*417l=lEl;fcffrE*/< 
JUj- K146c£ s «&glCJS v^*- ^ <f T 7 r -OUtt c£-&MtU 

aifEi-if-a^uocjasfli-rsc^-f-y ^1503). 

7l501(CM-3 SCfs liFEJ.-1f-4|ft^l40^fe)EaSRj(|c417*f*"&36 
Mt'&^tzjiv *^ifcB*J-C\'i. •=£ / < -Y ;U n — K 146cfl (i s ^SEit 



WO 00/42498 



PCT/JP99/00084 



2 2 

&Lfc«.agtt«5ooa<'a-£ftTi**„ ^--^-^^i4o^\ ae*-*-'* 

130a>6*'<-<*=i- KUecfcaitLfctt-fr, WE*/** /m - K146c 
Znft-t -5 Iff {is St**/-^ K146c^«iffi 5 ifj LfcWEtttettft 

500£, *fta<£*f?iFi»r3ftfc *> ©T T *o > SuEo. - if - K ft 

^L. Si^V;^ - K146c£gSfr t"5^S*^«tR$li-*o C©*r 
Huie^---9 1 '-*ffi^l40(i N ^;<^ ;i/=j— K146c©Jf o-tSlSgc&r*^ 

*fI*!S7li, '*^<-f ^3.- K146cK(i. ^m^^^f /U=J- K146c 
©^^T^- KJBlfl.fr* K 146c£flfc<!:K <&*:«>© * 

-rSfc&KjfcKtt-r^T©?*-^** <bi6T^£ 

= - K146cef*©^tt©5S^[cfiJMnJtBT**o 

K146c{C^tgtta500*<^*tlS^*fi|^Si^ UT* f? > ^-©Plffltttfc 

mmiz. fFEf^fi£#*<f^jaAs*no-ca?rEv-x3- K*ft^-r*» 

9!*©f <^ ;l/3- K->Xri»iRl;T*D, Off SB tttftflHttf mfc-T 

-So 

IrU*K* fFE£4S3U10^\ t^An- K146c©8&jj££feIE£. &aE1f 
-'<l20f::f£*Hf *«•£©* nu£ffcJ5JtiS*UHk *> =t O* nu sS & I E If - /< 



WO 00/42498 



PCT/JP99/00084 



2 3 

*-^<i30ica»-r**^©> hijI£{^ie-^-/<i20s huee 

1206tri»t>T*/<>r;U3- K146c£fl?jjfc-f SfiRK, tttg&tft500<2>ftfc 
♦) *r^Sf«*Bf±«l500<i:*fte:-^l^rf^JSSLyt ; E/NV>l/3 - K»«|-y-£JS 
^■ZSLftli. m&<D, *;<4 juzi - KU6ctZfl|t6tt»500*<'d-*n*Jt 

K146c£^fT-r*IS5©x tfeaEi?--/<120, jl- U(K 4sJ:tfE:fij 

S&1 60 **»«fr*>*l^T^ J--1f-*ft5S140*<. i£7U-^-/<130^ 
£*/<^ ■K146c*'g-t±EE*-r-^ t) . ;U 

=J- K146c**fr i-%m<D^ 4ftfiElf-/<i2(k Se^^-/<130> fcit/^- 

^SE-if-/<120(4. mi6^tc^-r «fc 9 ICs 3L-U*-jft5f£140^^«IEtt 
«g#418£§fi L, SBr-3---»f-j**140*rS*$tifc»tett»500* 

3Sflf-r*. «iett«jai»&aai62i*wLT.i^o 

*P414(i. ffiiE«fiE-9--^*120IC«i6tt«S3R418*jKfgLs uJrietfcliHIf- 



WO 00/42498 



PCT/JP99/00084 



2 4 

146c£^iiI28S?fr7 :; -^£gtf&*K K146c£H*t 
C ©liK&^T, Xfy 7°1401^ b7f -y 7°1405<hXT- y 7°1407^ £ 

7*1405© *y Bff^m ct „ mtzm.mmm&mt&Aiuz&w.fr® 

fl§££lttfi£ I$MS£!$414I2, mIfS^/<'i' K146c*m^. *:;<4 j\,zr 
^418^Btiiege^-tf-^'120(li^ff-r^(x^ y 7°1701) o •> 7 B 1702T. 

<*n-C^S^Si^£KS-r * (x-f y 7°1407) o 

JJiToxf 7 T'omftit, mum tm d^o-c, 

-f £0§l©. fluI£^£E-^-^-120©Hifp-7 n-^^ L/cglT^>^o 

ft L/c^^-(Cii s ^Jie^tg'f±MM*418{C-g-^nTt^^/<'i';l/=7- K 
ISSiJ^U^tti L(XiP-y 7°1803K r-f^304*Mi, a 

1804) a mi £ 8ft fig ft »500*, BuiS^ -nf -j»5fc 140ir £Hf L (X f- v 7 s 

1805) , 7f7/*1801i:R!3, 8ffEJ.-1f-jS^140^^W£««fi 



WO 00/42498 



PCT/JP99/00084 



2 5 

#*o N */<>r ;U3- K146cfr 14. iifK*/<-f - KSRJgq ^ri^t 

*it*>>k -^--r-isS^HO^x @e^+h-^'i3o^ ^^e^'f ;un- Ki46c 

£gft Sf, ;u=r — K146c^ fcbS 

- Ki&£!l^£*£iE-tf--/<120{rj£Jf t5, ^<^;^- ■?*S<g' 

IftlH* -£ ft £ suffix- If -<z!§;f: 3|ft/NV ;urj- K 146c£ 

— Kl46c©}f oMci^^T, SltA-fAa- K146c£Sfcfr-J- 

#J . rf&Hj £-§-£;ii{f ti s A(£>£^<4. 



WO 00/42498 



PCT/JP99/00084 



2 6 

fc<fc*.«N ±f5<Z>^J!7g£|-e<2> tfcEE1*--'<120<!: N E#-9--'<i30<t 
«^-K9x7J:i:«JSLTt>J:0. f*J5M»5fcllO£* 
LTt><fcU 0 $£>K(i, fP/£*»110£s ^SE-y--^'120<i:, Etf-fr-^ 
T_tT'> OSfwJ; *5S^fC&5S: Lfc-^D A(7"ot^)i LT> 
^HOfCiUft Us "f^JiSi**110*<E*-9--^<130(rfi»-r S «fc ?iatt) 

St^ck^atU^o C©=k 9 if, S£iU#{±g II 



WO 00/42498 



PCT/JP99/00084 



2 7 

5 C i^T**. «ff#*-^*120ir«tetttt500*ffJSR"j-4«t6<i^» 
- K146c©*flBtt*500©4#»£-, iJXH:ii^ &SEU--'<120CDi2 

l^iirfc^tXf v 7 B 1202jo^Mi/j:§ 0 ^fcxf -y :/1201© fv- 

1i--'<130(2:, ^.--9-'-^140>s OUT, iilf *m00£^ L 0 SX 
OTtiJKl^o a««100«r«Etl5 Iff «»C*J- UT, ^¥ ££ ^ t£ IE 



WO 00/42498 



PCT/JP99/00084 



2 8 

So 

110©&£4>£ 'J V-xMt§: i^T^^if^ltl^o L> 

I$t5^CI^ Browsers a /5 A 146b. ^^(iOS146a^\ ®&i± 

f;7'D^7A|i > */<^;ur7- Kl46c^ ^©^^^H^f-r^^S^^, 
3&«^ttl8500Kg^T*«*r-f * J;-5 K Life <£t^ 0 

ilflMBl0O*a*UTfr-5 <k9 i:LTl^i<, 

TfeJ;l>o MiC, ^SElf — '<120£S£?fr^-/<130£<DFB^CD^— 

^/nV;L/3- K146c£iet§r&#KI2§iL> msE.^^izm.-t 



WO 00/42498 



PCT/JP99/00084 



2 9 

i . 

*-/<-f/U3- K**»r*H ^/NV;U=r- KM^f-^i, 

*«tfcfiEX"r >y ft. 
2 . 



WO 00/42498 



PCT/JP99/00084 



3 0 

4 . 

5 . 

6 . 



WO 00/42498 



PCT/JP99/00084 



3 1 

^> 

7 . 

Wt&ig. 6 8e«©*'<>r Jla- K©S^^t^j£t* it, 

8 . 

It^il 5 nc 0^ L 7 (r^h^—H £«©*✓<-< /Us.— KOUff^fet* 

9 . 

*/W/us- K©v-xs- K*^jsE-T*, v-xs- KfMttt*£, 
£tt4, KE*t-/'fi, */<-f /us- K^^fT^"*. 



WO 00/42498 



PCT/JP99/00084 



3 2 

-3- — If — t . 4t&tt&'£/N*<f ;l/3— F-/7f At^-jt, 
V - X n - Kitff^St. 



WO 00/42498 



PCT/JP99/00084 



33 

10 

10. 

1 1 . 

It^fc^ 9Stlil 0 E^cd^E/n'^ — h'yXf Atfeot, 



25 12. 



WO 00/42498 



PCT7JP99/00084 



3 4 

flTEIfctUKS^ffctts WE*/** ;l/a- KfiDHfr^f* nTf -5 i^JBf L 
13. 

«^ OTEflMetttt£-. 

1 4. 

£m*s<4 )vzi- K*«5ij-r*, Kmsy^i, 

1 5 . 

In 1 4 & ^- / < << JU rr - F>XfAT'*-jT, 



WO 00/42498 



PCT/JP99/00084 



3 5 

* l si m ft «k * «r 12 3. - -tf - ^ ^ < c % it -r -s a te it m in ft ¥ » i „ 

*#»it4^V;^- K > x r A 0 
1 6 . 



WO 00/42498 



PCT/JP99/00084 



1/20 



m i 



m 1 1 6 

116c 



no 

y 



OS 



116b 



116a 
Jfr— 



115 



CPU 



111 



114 



S2tS*£iS 



am 



112 



a'A 1 1 7 



113 



120 

y 



^t«; 126 

126b 



OS 



126a 



125 



CPU 



121 



124 



IBISES 



Hi 
-C/*-7i-X 



122 



127 



123 











mmm 100 









141 



ft A 147 



142 



■f»-7i-X 



saesiH 



"7^ 
144 



143 



145 



CPU 



146a 



146b 



146c 



OS 



Browser 



3-K 



/t'J 1 46 7* 



=L-+?—tl%j£ 140 



131 



ST 
/\A137 



132 



134 



133 



CPU 
"77 



136a 



135 

1 36b J 

«'J 136/"' 

7? 

mifi-y— '< 130 



OS 



WO 00/42498 



PCT/JP99/00084 



2/20 



12 



ftim* no 



EttSSIH 



V-A3-K 



202 203 



204 



201 



«S^^liEftSc$S 203 



Mm 100 



211 



"7^ 
213 



212 




ssffisa 124 



^ 

A 120 



WO 00/42498 



3/20 



PCT/JP99/00084 



131 



SHE-*—/* 120 
_^ 



304 




303 



302 



301 













3«« 













fiM« 305 



afli 100 



sits* 



311 



7^ 



314 



313 



312 



A 



774H> 



SElSgg 134 





SEflT-t— /\* 130 



WO 00/42498 



4/20 



PCT/JP99/00084 



141 



/\" 130 



I 



,312 



402 



«nV*a-K 146c 

mmm ioo . 



401 



S3i£g* 417 



414 



413 



412 



415' 



418 



417 



7!? — 



)! 



411 



416 



fiBUSS 144 



^ 

140 



WO 00/42498 



PCT/JP99/00084 



5/20 



501^.^ (read /etc/passwd) 
502^^ (read //www.foo.co.jp/etc/passwd) 
503^r^( execute /bin/rm -rf /etc/passwd) 
504^. ^ ( wr ite /etc/passwd) 
505^r^( wr j te /etc/hosts.equiv) 
506^^ (execute //www.foo.co.jp/bin/var) 
507^^( execuTe /bin/rm -rf -/*) 

^ (execute /sbin/shutdown -h now) 



OMBttfft 500 



WO 00/42498 PCT/JP99/00084 

6/20 



161 



jL 



V-*3-K««fl« 60 1 »B!tb»8^1Sia G02 




/**API (btoXHt **/ 

err_code = InitAPIO: 

if (err_code != 0){ 

PrintErrMsgO: 
return (err_code): 

} 

/* /etc/passwd */ 
FILE *fp = fopenCVetc/passwd'' 
"O: 

if (rp = NULL){ 

PrintErrMsgO: 
return (-1); 
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